Peer-to-Peer Networks

Chapter 5: Applications on P2P, Online Social Networks
Thorsten Strufe
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Chapter Outline
G
= Overview
= Communications (Online Social Networks)
= Content Distribution Revisited (P2P Streaming)

Distributed Backup and Storage
= Gaming
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P2P: More Than Filesharing? @\
o

= P2P so far focussed on finding stuff

= Main application: File Sharing (exchange of data objects
between end hosts)

= |t works well and is very popular, since

= Resources (bandwidth/selection of data) in client-server is limited, scales
better with P2P

= Users have an incentive to participate (download sth fast, it‘s free as in
beer)

= Almost pervasive broadband access, ,,always on“
- Difference between clients and servers decreases (again...)

= So what about other applications of the P2P paradigm?
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More than File-Sharing!
o

= Reversing the paradigm:
= Distributed backup and storage

* Pushing content distribution a bit further:
= Qverlay-/ P2P streaming, Application Layer Multicasting

= Distribution of control
= Groupware / Collaborative work

» Decentralized online social networks

= Centralized use of P2P

= Enhancing centralized systems using P2P
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P2P Online Social Networking @3
G
= What are Online Social Networks and how have they evolved?
= A short overview of the history of networked services

= Why are they interesting for research?

= A peek at their prevalence

= How do people actually use them?

= Characterizing user behavior in OSN
= The privacy problem
= Movements to decentralize
= Safebook
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...around came the World Wide Web...

Le_ (a]
iantal

Elaria
Masters

Lou's page

1995 Annual Report

e Letter to Investors/Financials
e The Future of Computing

o 1994 Annual Report Review

1 Welcome! Financial information

* IBM stock quotation
¢ Quarterly results

* Stockholder services

Employment
IBM Planetwide

2 News and latest updates Other corporate activities

« IBM and the environment

« IBM and the Global Information Infrastructure

« Philanthropy

[ IBM home page | Order | Search | Contact IBM | Help | (C) | (TM) ]

http:www.ibm.com/IBM/ lLast visited: 1996-10-21
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And now, the revised Table of C-ﬁ_‘an'rs -

- Joachim
b mILL aNPLATN tHIS ome mORE fTMEC! HHE pldEE

Susanne

Sebastian

Christopher

Daniel
Kimba
T Tamm
| wwew, Uitimaiefounter.com
Max

Unsere Feste

Fundgrube
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Unsere Feste in Bildern ...

Da es sich hierbei um ganz private Feste handelt, sind diese Seiten nur fiir
Familienmitglieder und Freunde zugdnglich.

An alle Verwandten und Freunde!
Bitte schickt mir eine Mail, falls ihr eine
Zugangsberechtigung wollt.
Ich werde euch dann umgehend die Daten zumailen.

JAlll
Ich will ein Passwort!ll

Momentan konnt ihr Bilder folgender Feste
betrachten:

Sebastian's Konfirmation
Joachim's 503 Geburtstag
Otto's 65. Geburtstag

: (L o
[y 4w ! | l | .
5 ' | i TR
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.with high barriers.
o

XNT 1

World Wide

The WorldWideWeb (W3) i
universe of documents.

Everything there is online abg
project, Mailing lists . Policy

What's out there?

Pointers to the world'|
Help

on the browser you ar
Software Products

A list of W3 project ¢

Mail robot , Library )
Technical

Details of protocols, g
Bibliography

Paper documentation

People

A list of some people drrerr

Welcome to

[F/1/A/T]

Benvenuti sul Web-server FIAT !

I1 server ¢ attualmente in sviluppo: la
home-page definitiva,

Per ulteriori informazioni Vi invitiamo a visitare il server di
ITS s.r.l.
oppure potete scrivere a webmaster@its.it

IV copyrigh: © 1995.

http:www. fiat.it

L5 Take a look at a demo of one of our latest technologies, ProVision.

3
RN oN THE WORLD WIDE WEB

Investor Relations |

Press Releases |

Jobs
Customer Connection W Business Partners b BBN Features

BBI\J PRCVFﬁICN ALSO INSIDE

BBN Planet

Customer Support
Online!

BBN Corporation 1996
Annual Meeting

Bandwidth = EAlPlenetNomork

per ora riservata ai gestori del server, sara disponibile prossimamente.

ole would fine ‘-’{"h’ Jroke at DH
Asy & the museom-- Course you

e world & the erd (hose ] he
he ‘Net) §0 the musevin heads
artwork, efe. Sorme of the ofd

N d Events; The] ] . ‘ ; v

History Excellence-adminisira] 1§ ad ines ate Plicefess-- like "Drink Coca (ola"

A summary of the history of t Recreational Sports; a 5 7 id&& ” o
How can T help ? * Student Information : from 35 {-h“ﬂ-s rggb ) fhﬁ‘l" FEﬂ'

If you would like to support {?ﬁg:;?;rt ;%ﬁgtglfgﬁi h8 voom for i‘ﬂ“‘h’rﬂ"pﬁ'f etalion Ai‘id i‘i'ﬂh 5
Getting code loone ~ =~ 7 77 ‘n\ ﬂ

Whaﬂ
http:www.cocacola.com
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:buuk Home  Profile Friends Inbox

- - DOPPLR ‘ FOR YARICK Overview | Your connections

Thaorsten Strufe

icted to V! o

Where Next? - You have no trips planned.

Top Friends

-
Llnkedﬁ® People - Jobs -~ Answers -~ Companies - Account & Settings | Help | Sign Out Languac

Account Type: Basic | Upgrade » Search People j

Applications

5;._* Home

r:"n] Groups = My Tra\"el
EURECOM
Eurecom Community

Application Preview
Information Security

Metwork B Your upcoming trips
, seeall - December 2008
&a Profile = Mew York City, NY — Dec 13 - Dec 28
Edit My Profile Flying to M%C for work, then down south to visit friends and family on the east coast.
View My Profile
Recommendations & Who's close to you

Bk contacts = E Scott Hintz Andy Denmark -
. Triglt I Triplt
Co 1 .
nnections Mov 16 - Mow 20, 0B

4 | »
Imported Contacts b b

Profile Organizer

o See where your entire professional network is traveling and when you will be in the
Metwork Statistics

same city as your colleagues. Meet up at the next industry event or re-connect with old
] Inbox (1) - friends. Add the My Travel application to display your current location, upcoming trips

Compose Message and travel stats within your network.

Received (1) Raves about Triplt:
sent = “Triplt's straightforward approach makes it addictive...” — Walt Mossberg Solution,
Archived Wall Street Journal

Applications +

= “Best for organizing travel details...” — CNM, Travel + Leisure

= “Easy and damn useful...” — DailyCandy
Add Connection
= “A terrific site that has chanoed mv frﬂuplv!‘;ﬁ"u Ql\JNHF!E‘ Mew York T

half of 2009, be sure to add any past trips during 2009
that you might have missed. Add your past trips here.

stions.

2 que

+ Ask a question about Madrid

View your full journal Franktun Germc\ny
Fra

+ Ask aques

2 questions.

about Frankfurt

S P
Tripirft -

Developed By Triplt Inc.
Category Utility

When you add an Application, you are allowing
it to access profile information about you and
your connections which the Application uses to
provide the service. This and other information
you provide to the Application may be displayed
publicly depending on the Application’s
functionality .

By proceeding, you confirm your acceptance of
the Linkedin Terms of Use and you
acknowledge that your use of the Application is
subject to the Application developer’s terms of
use and to the Application developer's privacy
policy.

Amadeus

MUSIC LOVERS, SML, |

Your Personal Annual Report rg, Germany France & I'ONU direct
_____ 1 questions. loser we love to hate,
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...with calculated side effects...

LICENSE | EMAIL

Depre
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A Quebec W
employer's !

Mathalie Blan
holiday durin

pictures £
having a

The Joy of Tech.-.

by Mitrozac & Snoggy

OH cmh
o N1~ HMMWM, TO GET M

SUFERFOKE, I HAVE TO
INSTALL “SUFERPOKE

WHAT THEFFPF

"DISFLAY ALL INTERMNET ACTIVITY,
PUBLISH ALL MY PASSWORDS O
PUBLIC MINI-FEED, SHOW ALL
INTERNET BANKING, DISPLAY ALL
MEDICAL RECORDS, AND LIST

ALL MY MEDICATIONST™

“TO INSTALL
SUPERPOKE EXTREME,
YOU MUST ALLOW
ACCESS TD SOME OF
YOUR INFO...*

DAMN, ID
REALLY LIKE TO
SEE THAT
POKE/

Ok, INSTALL
SUFPERPOKE
EXTREME.

bbery

ow you choose W
reveal.
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and called Fire Dt
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Friday's American

— eyider
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...increasingly immersive to daily life...
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Map Friend Share Settings

Sam Altman
2.9:mi @ Fairmont Ave & “g ming 40
Cannot walk sucks

e
[y & 8

|-.-.ﬁ

Wasiminster

9:42 AM

= .
[a23]
ondon e Boreugh ®

:

o

th

2
i{b,. [a2]  Bermondse

H-rl“-
|eghamnl

And Castle EIE

Walworth

tweetspotting
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~Volkszahlung" 1987
GEES————

= Penultimate public census ir
= Scheduled for 1981 (delayec
= Significant public opposition
= Fear of a surveillance society
= The transparent citizen (,,glas
= Bounty for discovered Germa
= Appeal for civil disobediance
= Finally accomplished in 1987
= Consequence: ,25% inherent

= Significant gap between cens!
= (So let’s just get a unifying ta»

http.//upload.wikimedia.org/wikipedia/commons/4/43/Volkszaehlung.JPG
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FUR ALLE PERSONEN

VOLKSZAHLUNG 1987

Personenbogen

| . Bitte Gemeinde angeben:

burtsangaben
OGa e g a) Geburtsjahr LJ__._‘_| £
1. Januar bis 24. Mai
b) Geburtsmanat ,. yief bia 31, Dex.
©) Geschlecht ménnlich «
weiblich «
© Familienstand ledig «

verheiratet

|<a

verwitwet <
geschieden «

o Rechtliche Zugehdrigkeit zu Rémisch-katholische Kirche

» einer Religionsgesellschaft

Evangelische Kirche «

Evangelische Freikirche <
Jidische Religionsgesellschaft <

Islamische Religionsgemeinschaft

andere Religionsgesellschaften «
keiner Religionsgesellschaft rechtlich zugehdrig «

@ Weiche Staatsangehérigkeit haben Sie ? deutsch «
- griechisch <
italienisch
ubrige EG-Staaten
jugoslawisch <
tlrkisch «
sonstige/keine
G Wird von lhnen noch eine weitere Wohnung nein
# (Unterkunft/Zimmer) in der Bundesrepublik
Deutschland einschlieBlich Berlin (West) bewohnt ? »
— a) Fr Verheiratete, die nicht dauernd getrennt leben : nein
Ist die hiesige Wohnung die vorwiegend s
Falls| benutzte Wohnung der Familie ? ja
ja: [ b)Fir alle dbrigen Personen nein «
Ist die hiesige Wohnung die vorwiegend
benutzte Wohnung ? ja
Lo fir i nein
Gehen Sie vorwi g
aus zur Arbeit oder SchulelHochschule" -

@ sind sie T
* erwerbstatig') I

arbeitslos, arbeitsuchend
') Auch Landwirte, mitheifende

Vollzeit (liber 36 Std.? in der Woche) -
L Teilzeit (bis zu 36 Std.? in der Woche) -«

nicht erwerbstétig «

Familienangeh., Auszubildende,
A":&rz‘{fﬂ ., Soldaten, Zividienstieistende Hausfrau, Hausmann -
még 2 MaBgebend ist die normalerweise .
s in der Woche geleistete Arbeitszeit Schiiler(in), Student(in)

Erwerbs-, Berufstatigkeit

o Leben Sie iberwiegend von
* Arbeitslosengeld, -hilfe

Rente, Pension <

eigenem Vermdgen, Vermietung, Verpachtung, Altenteil

Zuwendungen, Unterhalt durch Eltern, Ehegatten usw. «
sonstigen Unterstitzungen (z. B. Sozialhilfe, BAfSG) -

NUR VOM STATISTISCHEN LANDESAMT AUSZUFULLEN

Geburtsjahr (1 a) Hauptfach- Erlemter
2,3, u. 4. Stelle richtung (10b) Beruf (112a)

Arbeitsstatte, Schule/Hochschule (Pendien)

Land (12) Gemeinde (12) StraBe (12) Hausnummer (12}

Wirschatts-

2weig (16) Ausgeiibte Tatigkeit (17)

-

Dauer (11b)

FUR ERWERBSTATIGE UND SCHULER/STUDENTEN FOR PERSONEN VON 15 BIS 65 JAHRE

FUR ERWERBSTATIGE

2 34 131 505 5

Rechtsgrundlag

Siehe auahaltsmantelbogsn oder Erléuterungsblatt,
die Bestandteile der Erhebungsvordrucke sind.
Stichtag: 25. Mai 1987

Falls Sie einen AbschluB an einer allgemeinbildenden bzw.
berufsbildenden Schule/Hochschule haben :

% SchulabschluB haben Sie ?
Volksschule, Hauptschule <
Realschule/gleichwertiger Abschiu (z. B. Mittlere Reife)
Hochschulreife (Abitur), Fachhochschulreife

2) Welch: 5 Berssiactachils B
%  an einer b (ohne
Schule

oder
Hochschule haben Sie ?

Fachschule
Fachhochschule (Ing.-Schule, héhere Fachschule)
Hochschule (einschlieBlich Lehrerausbildung)

b) Weiche ichtung hat dieser ?

| <5

Falls Sie eine praktische Berufsausbildung
% (z. B. Lehre) abgeschlossen haben :
a) Auf welchen Lehrberuf bezog sich diese
Ausbildung ?

|<a

b) Wie lange dauerte diese Ausbildung ? Jahr(e) : :“

Bitte Name und Anschrift Ihrer Arbeitsstétte oder
# Schule/Hochschule angeben.

|<a
1=

| @

kein Verkehrsmittel (zu FuB) «
Fahrrad

1 StraBe/Hausnummer :
i PLZ Gemeinde :

@ Welches Verkehrs-
mittel benutzen
Sie hauptséchlich

(léngste Sirecke) Pkw =« »

auf dem Hinweg
zur Arbeit oder U-Bahn, S-Bahn, StraBenbahn

Schule/Hochschule ? Eisenbahn
Bus, sonst. ffentl. Verkehrsmittel
sonstiges (Motorrad, Moped, Mofa)

O wieviel Zeit
% bendti Sie

normalerweise
fiir den Hinweg

entféllt, da auf gleichem Grundstiick «
unter 15 Minuten
15 bis unter 30 Minuten <

zur Arbeit oder . . 2
Schule/Hochschule ? 30 bis unter 45 Minuten

45 bis unter 60 Minuten «

60 Minuten und mehr «

Sind Sie Facharbeiter(in) +

& zur Zeit tatig als

sonstige(r) Arbeiter(in)
Angestellte(r)
Auszubildende(r)
Beamter/Beamtin, Richter(in), Soldat, Zivildienstl. <
iy Baan:"snénw') mit bezahlten Beschéftigten <
Seiosanchon/] ohne bezahlte Beschaftigte
mithelfende(r) Familienangehorige(r) <

@ Zu welchem Wirtschaftszweig (Branche, Behérde)
% gehdrt der Betrieb (Firma, Dienststelle),
in dem Sie tétig sind ?

| <A

D Welche Tatigkeit, welchen Beruf {iben Sie aus ?
*

l |<

@ Falls Sie eine

Nebenememsﬁtlgkm landwirtschaftiiche «
ausiioen, nichtlandwirtschattiiche <
sich um eine
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Social Media
o

= What is Social Media anyways?

Web-based (user generated) content sharing
Knowledge about the posting individual
Plus the relationship between the users

Relationship?
« Friend” ,Acquaintance®, ,ldol”...?
e Uni- vs. bi-directional (,,connect” vs. ,subscribe”)

TU Darmstadt, FG P2P, Th. Strufe
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System Classes '
G

= Content Communities = youtube
= Blogs/Microblogs = Twitte
= Virtual Gaming Worlds = WoW

= Virtual ,,Social“ Worlds = 2nd life
= Collaborative Projects = Wikipedia
= Online Social Networks = FB, g+ (?),

(read: all of the above ;) )
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Facebook, Twitter & Co. (Online Social Networks) /Zf\
G
Online Social Networks (Social Networking Services)
“web-based services that allow individuals to

(1) construct a public or semi-public profile within a bounded system,

(2) articulate a list of other users with whom they share a connection, and

(3) view and traverse their list of connections and those made by others

within the system.”

= |s this really all?

“the communication of participants through message
exchange, commenting on the profiles of others (or previous
interactions, e.g. in recommendations), which merely is a message
exchange with the aim to annotate the addressed profile, and
the wealth of applications (starting from simple “'poking'" mechanisms to a

variety of “gift" and “‘likeness" applications for interactions between users)”

Sourcet: boyd et al.: Social Network Sites

18
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Online Social Networks T \j
o

= Simplified, walled-garden version of ,,the Web*:
= Easy to set-up pages (,profiles”) of individuals (... and companies...)
= Links reflecting real-world relations between individuals
= Possibility to share user generated content

i
= ..including messaging ‘
= “Guest book” / “Wall” (asynchronous broadcast) ‘

= Email (asynchronous unicast) |
= Chat (~ synchronous unicast) N

= Collaborative applications / games

! Different target audience / application domain
= Private and personal OSN
= Public and professional OSN (business-oriented)

TU Darmstadt, FG P2P, Th. Strufe P2P 5-1: Online Social Networks 19



Target Audience and Domain

= Professional business se

= Private and personal

= Niche/tailored servic
= “Micro blogging”: Tw
= Business trips and m
" |ocation-based achie

Inter

Orgz

Profi

B 4

E e

E 9
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Home Spots Trips

Mr. Crown checked in at Funkturm Berlin.

w

...and received some
Bats.

Lol

Mr. Crown checked in at Rafih.
w

...and swapped a
Yellow Kayak for a
Fieldnotes & Books.

EY

Passport

2412

Stamps

“‘ 2
@

Mr. Crown checked in at IFA Berlin. Hall #20.

w

...and took a photo.

Mr. Crown checked in at IFA Berlin. Hall #20.

w

P2P 5-1: Ur.5z HEass Esassm

...and swapped some

o o o

Federal Agen

¥ Website

Activity
Highlights 5 NEW
Pholos

Items

25 friends (see more)

Top Places

salabad Internation...

San Francisco Inte.

. Central Park
Apple HQ

5. Adobe Systems

FA Berlin. Hall #20
LIVESTRONG Challenge P...
Apple Flagship Stol

PO R L

o

Store

...and took a photo. § ...and took a photo.
-] . [ -]
sl

—
loser we love to hate,

Hamburg, Germany

Sign Out

earch and

AG; German

ical Relief
B website). Cooperative all the time.
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Map of Online Communities

THE. \CY NORTH (Yero0, WINDOWS LIVE)

MAaP 0F ONLINE COMMUNITIES
AND RELATED POINTS OF INTEREST

GEOGRAPHIC AREA REPRESENTS
ESTIMATED SIZE OF MEVBERSHIP

%‘m' ﬁ“'w ggoc; /D%

- °
1 ; THE Wer se © Sanny oo

<

(Nor A CoMPLETE SURVEY. GIZES BASED ON BEST FIGURES T 0outD FIND
BUT INVOLVED SOME GUESSWORK. DO NOT USE FOR NAVIGATION. )

SPRING 2007

NN, i
e

P

¥ LEre BE
DRAGONS

“OCEAN OF

SUBCQLTURE

&

ANTHROPOMDRFHIC

Source: Randall Munroe, XKCD.org
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SIZE ON MAP REPRESENTS VOLLME OF DALY SOCAL AUTIITY
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Two words on: w:)

Information Sovereignty :
GEEENN——

= The Bible

= Newspapers

= Mass media

; s Bl i standpoint T s
yogl yEDDA pot et for
m el Vst ﬂiﬂmEm _, waimeers' @51 WIR [ - S
D memenmandom b Glatania \ — y = :
Suprglls —eem Gcrcc diing Findory GEEP == mmmw sorrice

€irwn CGOD g P vi8iteat B~ (M1 VSocial wink
’ g3 i id 53

. The Internet (1.0) 7 2 "E u st Q-!!-!-- o0 .,a
et GG oo PNl gy JorTee - ) [U g
= Web 2.0...

The deer now have guns...
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The Ammo Business... =)

,Myspace, after failing to meet
the expected income,
starts selling their users’data.”

»~The best minds of my
generation are thinking
about which ad to show to
whom...“

i
E
i

-
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The Deer May have Guns, but... q
G
it’s known who they are
with whom they‘re friends

whom they‘re talking to
what they think and want

\

even what they‘re aiming at...

...and quite fortunately, their ammo can be removed,
should they fail to comply
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g_ Can it Get Worse?
§ (a little polemic)
B
Y

Homogeneity and control! Provide their

Hardware

Operating System

,Applications” (controlled, be the gatekeeper!)

Just license them, don‘t give them any ownership!

Control/surveil their music

Their movies

Their social network...
..their life...

mobile

NA 0
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,Worst case:
you can jailbreak...”

Enough polemics,
back to the topic!



Back to Social Networks — and: Why Bother?

Top 10 Web Brands for January 2010 {U.5., Home and Work)

Unique Time Per Person | MOM UA % | MOM Time %

Hand Au{?};anr;ce (hh:mm:ss) Change Change

1 | Google | 152,708 | 1:23:54 | 4.10% | -16.90%
F vahoo! | 134,561 W | 4.30% |-26.80%
'3 |Facebook 116,329 | 5.80% | 9.70%

|4 | MSNAWindowsLive/Bing | 108,425 _ | 1.20% | 18.10%
|5 | YouTube | 99525 10227 | 7.60% | -10.30%
6 | AOL Media Network | 82,306 [ 1:01:14 | 6.80% | 57.80%
E | Wikipedia 84917 | 0:15:58 | 10.70% |-270%

'8 | Fox Interactive Media | 62,112 [ 1:23:28 1 1.00% |-8.10%

9 | Amazon 60,772 | 0:22:34 | 8.60% | -32.90%
110 | Ask Search Network | 57,776 [ 0:12:35 110.70% 1211 .40%

Source: The Mielsen Company



Characterizing User Behavior in OSN

=" Understanding the behavior of users in OSN

= Why?

= [t's interesting! ©

= Plus: we need to know to build better (P2P) OSN...

= Questions of interest
= Sessions (when, how long, - active, - often?)
» Preferences / services used
» Popularity of content / pages
= Scope of access / reciprocity?

= Here: focus on profile popularity... “ \ L

(. inpire™
Link | Hesaldd Tribune
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What’'s in a “Professional” Profile

G
2
XING =m0 Ao

Home

Search by name, company, and more Search

Thorsten Strufe hes related to my profile
Prof. Dr-Ing. (Dipl.-Inf.) mbers who recently visited my

file
Fachgebiet Peer-to-Peer Netzrwerke
TU Darmstadt ves”
Hochschulstralte 10, 64289 Darmstadt,
Germany L nts"

mbers whose "wants” match my

mbers whose "haves” match my

£ +49-6151-164557 & mbers who know several of my

Upload photo Local time: 04:48 PM tacts

Jrrent and former colleagues

Business details | Confirmed contacts '83) | Aboutme || Guestbook

Personal information

PhD students

PhD positions in the fields of networking / distributed sysH
especially security / DoS resilience of P2P systems and p
social networking services

olitics

Interests P2P online social networks, skiing, diving, kicker/footsie!,

Gl, IEEE, Servas, Studienstiffung des deutschen Volkes

Organizations

Professional experience

+ Add entry

Apr 2009 - pi it Fachgebiet Peer-to-Pi Netzwerke (Full time em
.1 mo TU Darmstadt, httpzfwaww.p2p tu-darmstadt.de

Industry: Academia

JP

+ Add company size

Feb 2008 - Mar 2009 PostDoc Research Engineer (Full time employee, Manager
r =) (Manager/S

Eurecom, Sophia-Antipolis, France, httpJ/fwww _sosoc.org
Industry: Research, 51-200 employees

Sep 2001 -Jan 2008 wissenschaftlicher Mitarbeiter (Full time employee
6 ye 5 Technische Universitat lmenau, hitp/fwww tu-ilmenau defakia
/Fachgebiet_Telematik.317.0.html
Industry: Research, Wissenschaft, Aus- und Weiterbildung
+ Add company size
Teilhaber, Leitung IT
Multiple-Choice GmbH

[EETPETr

Edit

Edit

Edit

Edit

Status update

Premium Members can enter a status
update here (to let your network know
you're at a conference or on vacation,
etc.).

I'm a XING member because Iwantto ...

Let others kn. XING, and

king
Edit motivations

Settings
0 Profile settings

Options
0 Switch on profile © Print profile
preview
—
Confirmed contacts: 283
more »

Thorsten Strufe's statistics
No Premium Members hip

Member since: Jan 2005
Profile hits: 3,534

Activity meter: 90%

My Groups

TU Darmstadt, FG P2P, Th. Strufe
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Popularity of Profiles — Intuitive Beliefs &)
e

=  Which profiles are “popular”?
= Measured in frequency of requests
= Possible to correlate to properties of user/profile?
=  Which profiles do we have to keep available (and by which means?) ;-)

= Why?
= Common beliefs...
= “Profile of women are much more often visited than profile of men”
=  “Profiles with pictures are more interesting than profiles without”
=  “Old/experienced profiles attract more views”
=  “The profiles of active users are more attractive”
= “Users with many friends are sought and viewed more often”
=  “Last name starting with a letter late in the alphabet sucks...” (c/list pages...)

= Reflecting: how are users lead?
=  Assuming the users generally follow links (rather than searching for content)
= What do they see as “home” — the front page of the OSN?
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The Front Page (and how to get on it)
e

= “Home page” (after login) usually almost identical
" |nfo on profile owner
= Updates from the provider (and advertisement)
» Feed of news from “friends”/contacts

= Activity in the news feed:
. What's new in your network
u Changes to prOfIIe [Tl Tahssin:t;fourprésentiertdasneuedesignvon P'www.pr-bote de

.
@®y Today - Status update - Send message

u Status u pdates ﬂ Mario Melle joined the "Neuer Personalausweis (nPA) fir ..." group.

Today

| Bi rthdays E ?eﬂef Miimpel joined the "Army Network™ group.

[} CO nta Ct | ist m a i nte n a n Ce q Dr. Thomas R_L’lclizr will be attending the "Netzwerkgruppe Innovation” event.

Today - Send message
ah ’ .

. M Stella Pieri is now connected to Julian Hihnermann (Bigpoint GmbH).
(adding friends) Y =

Only Premium Members joined the "Innovationsfinanzierung durch Business ..." group.

Only Premium Members has changed her private address.
day - Send message

Only Premium Members is now connected to Christoph Lihr (basilicom gmbh).

= Note: having many friends leads to broad dissemination...

XI N G =0 Ao Search by name, company, ant
arch = ontacts Groups vents lobs st Offers

E Customize

@ View searc]

E Application:

Go Premiun
» Premium Mer

TU Darmstadt, FG P2P, Th. Strufe P2P 5-1: Online Social Networks
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Data Collection A=
e

" How can we gather the data?
= Access to server logs ( Ha!)
= Surveys & Interviews (problems of scale)
= Traffic logging (problems of scope)

= Crawling/API| access (problems of scale, incompleteness of information,
sampling)

= Crawls gather only limited data
= Does not sufficiently allow inference on sessions
= Mainly comprises of plain, static profile info and social graph
= Generally does not include data about popularity

= Regular monitoring:
= Collect changes to profiles
" Frequent, regular measurements over long period of time needed
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Studying a Prominent OSN A2

= “xing” selected for the study

= Business/professional OSN, similar to LinkedIn
8 Mio users, mainly from central Europe
= xing profiles include

= Registration date
= gctivity meter

= hit counter (number of profile impressions for popularity)
= Weak privacy settings (professional profiles are there to be seen)
Visitors to profile visible (to paying users — no stalking, unlike LinkedIN, facebook)

Crawling / monitoring the complete OSN is infeasible

= 8mio profiles, most >15 pages of contact lists (up to 160k contacts!, 10 per page)

Access per page takes ~ .5s, complete crawl takes > 275 h (if all goes well)
= each page > 150KB, > 17 TB in total

= Providers don’t like this much... (rate control, disabled accounts, blocked IPs)

Large, random sample needed for meaningful results

TU Darmstadt, FG P2P, Th. Strufe P2P 5-1: Online Social Networks
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Sampling and Monitoring 30
e

=  Random sampling
= Conducted random walks (25k, 5k, ~1k)

Wish for the crawls:

= Diverse graphs without overlap

= Collect “john does” (no outliers, no abandoned profiles)
Covered over 2Mio unique profiles in total
Starting at diverse “edges” (AUS,DE,PL,RUS,TR,UK,US)
all converged to D.A.CH

= Selected sub graph without overlap
= 31.643 unique profiles (25k, 5k, 1.6k random walks)
= Gender automatically derived via website on international first names

= Subsequently frequently monitored for a long period of time
= Since Nov 2009
= At least twice daily
= Only core data needed (no pictures, friend list not regularly since # on profile)
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Monitored Data =)

= TIdentifying Data
= Name, Image, Gender

= CV
= Current employment, universities attended, claimed spoken languages

= Tnterests
= Tnterests as stated

= Number of subscribed groups, subscribed groups, number of members in
groups, number of messages in respective groups, languages of group

= (Contact list information
= Number of contacts
= (Complete list of contacts gathered infrequently

= Statistics
= Registration date, number of profile impressions, activity meter
= Timestamp of crawl
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Analyzing & Validating the Sample =P
e

" 3 months section of monitoring data analyzed (Nov ‘09 — Jan '10)
= Some profiles removed (celebrities, abandoned profiles)
= Remaining sample

= 25.274(7.824 / 17.450) (31% vs. 34%)

= Degree dist. (*PL, min 5, max 12.332)

B female
B male

= Name frequency follows Zipf

" First names: s=1.67 1
= Last names: s=3.14
= Binned popularity dist. log-normal
1
I I " Measured T t
Log-Normal, p=1.96, 6=0.865 0.1 | s
Zipf, s=1.395 =
0.1 pt g
3 " P(deg(v) 2 ;
) g 1e-05 L1 .(eg[\fjﬁx.] PP B |
© 10 100 1000 10000
0.01 = e ' o
= s . Degree Distribution (CCDF)
2 oo1} %
0.001 | *
Xy b
0.0001 F VAL i .
e First names “x o
Hif HHEHEHHBH R 0.001 | Zipf, s=1.674 *x
Last names  * ) o ST
16-05 i i i ; Zipf, s=3.14 . oo .
— 1 10 100 1000 — 1 10 100

T Profile impressions per week Rank of group size



Activity, Group Membership
e

= Activity
= “Activity meter” in profiles very coarse grained
= Derived “profile alteration frequency” as alternative
= Men are slightly more active than women (to both metrics)
= Profiles without image belong to inactive users

= Membership in Groups

= Wide range of group membership
= Max 511, Mdn 3
= >5k profiles are not registered to any group

TU Darmstadt, FG P2P, Th. Strufe P2P 5-1: Online Social Networks
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Testing Groups of users (non-parametric) T: )
G

= Testing popularity between groups (non-parametric)

=  “Profile of women are much more often visited than profile of men”
= Male vs. female: 0.039 vs. 0.041 (Mdhn)
= No significant difference

=  “Profiles with pictures are more interesting than profiles without”
= With picture significantly higher popularity (0.5 pi / d)

01 T 0.25 T T - —
female users + without profile image +
0.09 | ® male users x| with profileimage =
+
=
008 | % 1 02 +
.
+
007 %
& ’ oy
S 006 [ y = 015 t *
= =
(= + + 8
2 o005 } = N
E o 2
& o004 | * & 01
o < x
0.03 X x;
*
0.0z ¢ 0.05 = w
e
R
001 } &%
0 0 L +tM
0.1 1 10 100 1000 0.1 1 10 100 1000

clicks per day clicks per day



Correlational Tests (Pearson’s r) o)

G
= “The profiles of active users are more attractive”

Activity as given on the profiles (“activity meter”)
r = 0.17, no noteworthy correlation

Activity measured in group memberships
r = 0.37 (higher for men, lower for women)

Activity meter is very coarse grained
Activity measured in profile alterations
r=0.62 (0.61 <r<0.63) high correlation

— Popularity correlates with activity of users (profile alterations/group activity)

= “Users with many friends are sought and viewed more often”

Correlating popularity to the degree of profiles
r= 0.75, high correlation
Stronger for women: 0.81 <r<0.83 vs. men: 0.74<r<0.75

= In retrospective: Combination somewhat unsurprising: changes are published
at friend’s profiles...
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Correlational Tests (odds n’ sods ;-) =)
e

= “Old/experienced profiles are viewed more frequently”
= Preferential attachment / experience could lead to higher popularity
= Horejected, but r=0.11, no noteworthy correlation

= “last name starting with a letter late in the alphabet sucks...”
= Ho not rejected, there is no correlation.
= Taking the “rich-club”, however...
" Top 5% profiles: r=-0.09
" Top 2%o profiles: r=-0.22
" Top 1 %o profiles: r=-0.29
= Top 10 profiles: r=-0.91!!

ow

Top 10
Estimator

-l
T

Profile Impressions per hour

0 2 4 5] 8 10 ——
Alphabetical Rank 41
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Summarizing the User Model &)

G
= Selected large sample of profiles in business oriented OSN

= Monitored profile properties and popularity (in pi/h)

=  Profile Popularity can be predicted. Relates to
" Providing image
= Activity (diligence of maintaining profile)
= Number of friends and contacts

= What we take away (P2P OSN)
= Nice correlation with activity/friends (P2P & replicating at friends...)

=  Future Work
= Kept monitoring, but results quite stable...
* Analyze data from DB and server access logs “spi” (fb-like personal osn)
= Are profile requests “local” (viewing friends...)?
" |s interest mutual?
= Can we learn more on the sessions?
= Struggle to get/analyze more data!
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Trust f“\ @3
GEEN——
What is ,trust”, in the first place?

. Trust is the certainty that another party (a subject) is going
to act, operate, behave as expected.

What is so special about trust in OSN?
e Service focuses on individuals (whom the user knows)
* and their relations (seeming correspondence to RL trust)

* Object of trust:
 wealth of personally identifiable information (PIlI)
* RW reactions to seemingly personal communications
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Stakeholders in OSN P

dffiliates

25@ ~dvertising

ustomers

TU Darmstadt, FG P2P, Th. Strufe
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A Little Model =0
o

@ Communication Relations

Off-1i
= ﬁ ? rust ?
P pu——— " Y " PLLIEEY

Social Networking Server

y ad interface

3 party app
servers

End device

Internet é\
» A
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Access Model =)

* user g * Implicit
e Grantable - snp L 59
. Everything the installing
« specific contact(s)8 User can see
° contacts @ i Aff|||atE' m Zynga
« contacts of contacts é&% © Extenc \d SAudy
_ e Adveri
* service subscribersifa -
° public Not much (aggregates)
az Unless they pay really well
e |SP

"
Sopm s’
V\/
A== Everything their
subscribers see/write

(until Nov 21st '12)
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Types of Information
G

= Explicit

*created content w
(+self descriptory

eannotations/comments
*preferences/structural

interaction (contacts, +1,

etc)

= External

*interest/preferences
(clickstreams through
adnetworks, fb-connect)

= |Implicit

e inferable from environment
(homophily)

* observable

* session artifacts (time of actions),
interest (retrieved profiles;
membership in groups/ participation in
discussions), influence (users)

* clickstreams, ad preferences, exact
sessions, communication (end points,
type, intensity, frequency, extent),

location (IP; shared; gps coordinates),
udid

= Processed/derived
* preference models Ve
*image recognition models

e aggregates (characteristic
properties/ descriptors of user

groups)
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Facebook and Privacy Settings A=)
o

= Facebook largest and most successful OSN:
= QOver 800 Mio active users
= 50 Mio user after 3 years (2004-2007)
= 50 mio users per quarter since 2007
= % Mio registrations daily
= De-facto reference

= Potential reasons for the dominance
= Quick following of new hypes
= “Apps” (Extensions to service, integration of 3rd party services)
" “Friend feed”: construct virtual village (following twitter’s success)
= Facebook places (following foursquare and gowalla’s success)

= Stalking service (you don’t know who watched your profile => if this
means success, users need to make their private data public!)
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Facebooks Privacy-Evolution: 2005

§ 2005
[=1
' =
© m
%g =
T
G
'?l"q'l
g,
Friends
Name
Availability of your personal data
- on Facebook (default settings)
Mumber of Peaple
Source: McKeon
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Facebooks Privacy-Evolution: 2006

in

1%

(=]

2 = 2006
% H
e,
T
O"""Q‘Q
o
Friends
Nam
(=]
&
Q o
X )
s 2 —~ag Availability of your personal data
a T on Facebook (default settings)
7 1 10K 118
s‘l‘ Number of People
Q 70 12M

P2P 5-1: Online Social Networks
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Facebooks Privacy-Evolution: 2007

2007

Friends

Name

Availability of your personal data
- on Facebook (default settings)

138
Number of People
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Facebooks Privacy-Evolution: 2009

2009 (Nov)

ke

Friends

T
&
& -t Availability of Id
kS vailability of your personal data
a on Facebook (default settings)
& 1 B.5K 1.88
= ; ] Number of People
[&) 130 350M
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Facebooks Privacy-Evolution: 2009

2009 (Dec)

Friends

-l Availability of your personal data
on Facebook (default settings)

1 B.SK 1.8
+ i Number of People

130 390M
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Facebooks Privacy-Evolution: 2010

2010 (Apr)

Likes

Friends

T
&
& E ilability of Id
= vailability of your personal data
.f't“ on Facebook (default settings)
& 1 B5K 188
= L b Number of People
Q 130 400M
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Social Networking Sites as Targets e

= Information on social networks is sensitive and attractive by
nature:
= E-mail addresses
= Postal addresses
= Educational background
= Gender/Relationship status/partner

= Spoken languages

» This information is valuable for attackers
= Spear phishers
= Spammers (implicit trust between users)
= Malware authors (effective infection medium)
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Cloning Attacks on Social Networks

A\ A / i

%2000

/MADRID/

BECOME A SPO

Ses«: TVHIBITOR
SS'On: eb
Security
) lge, T, ted J/ .
Papers and Presentation bl/QE@GUr o . hOrsten SirUfe Works dentlty
I stryg, S UR’E B,
BSTRACy *@eurecond Anip o~ “A2arott g,
‘Iﬂ%miﬂ&?’ Warkp, g ba/za Iy e Kirg
£ ‘ell . '8 Sitee 1 eureCO f
. . I Kirg
= Target: get on the friend list of real users to get access L @euree,,
. \ INTRODU m
. . . . . o  Socigy 1 CTIO
to their personal information and their circle of trust e e N
Si“;p' ;Z'i’ni;‘n 3 Z(]jﬁdl:u] :'ULr,I th,
Im.s,-( bg Chora) s-i:ufer 1)”;, Sz (,::“l‘!de u
Worg,, N uzlfsrﬁ)r‘ ; Irb(I,LIZ} d .’F }I’ L:; Iflle S Such o P?Zle;;
. o IO‘I b site, | long 4 . id, oF o 1 ud-
= Two Cloning Attacks a7 P Iy S (5. s S0l i
‘:TO pe"B- 8 i s Sué‘.lt He:: o ""fiv] Cia] I;fl-h
. . . . ~ el _’i@m’(,rﬁ“‘{ LinkedL[; 28 Xing ;;I‘" 1:011_5'111':_‘;: e I)Izr:
= Clone the account of an existing user inside the same 8 s % 5 el Brov o o)
S L Fagey S tendgy, . : Nowyy,
. “hook gy Ship.gy,,
network and send friend requests to her contacts B Myt

= Clone the victim profile into a different social
network where she is not registered and contact her
friends
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Aim of Attacks and Experiments S
e

" |s it possible for an attacker to launch impersonation attacks on
a large scale against a number of popular social networking
sites?

= Facebook (international)

= XING (international)

= LinkedIn (international)

= MeinVZ (popular in Germany, Austria, Switzerland)
= StudiVZ (popular in Germany, Austria, Switzerland)
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Automated Profile Cloning
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Automated Profile Cloning
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Automated Profile Cloning
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Cross-Site Profile Cloning
e

Social ] RETRIEVE SEARCH

Networking
Site A

Name, Surname Name, Surname

Education Education
Occupation Occupation
Google
Compare Top 3
Hits

Social

| Networking

Site B
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Obstacle: CAPTCHAs @\

= CAPTCHA: Completely Automated Public Turing test to tell
Computers and Humans Apart

= CAPTCHAs are employed to prevent automated programs from
accessing and abusing the services

= |n order to automate the attacks, a number of CAPTCHA
breaking techniques were developed
= “Quick and dirty”, techniques are not perfect

= The aim is to break the CAPTCHAs efficiently enough to make automated
attacks against several social networking sites possible
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MeinVZ and StudiVZ CAPTCHASs @\
o

= GD Library (PHP) CAPTCHAS
CAPTCHAs always contain 5 letters R

ways con i
Each letter is written in
= Different font
= Different background and foreground color

Often tilted, scaled or blurred
A simple grid-base noise is added to the image

= Quick script* with success rate of 88.7%

*Cracking the CAPTCHAs was done with serious amounts
of help from Michael RoBberg/TU-lImenau
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Facebook CAPTCHAS /753

G
= Adopts ReCAPTCHA technique

= Asks words that are encountered while digitizing books that cannot be
correctly recognized by the OCR program

= By solving the CAPTCHAs, the user contributes to the effort to increase
the accuracy of the text of the digitized book

= ReCAPTCHA asks meaningful words. Therefore, after solution is
found, the word is sought in a dictionary
= Result additionally submitted to Google as check

= Script with success rate of 7% Wm D eC
= Might seem small, but... .
= |f every bot is capable of solving 7 CAPTCHAs g@'ﬂc %
per day, a botnet that consists of 10.000 can
= Attack against Microsoft Live Hotmail had m @
similar success rate E: g

send 70.000 friend requests per day
TU Darmstadt, FG P2P, Th. Strufe P2P 5-1: Online Social Networks 65




Prototype Implementation: iCloner

Source
Social
Network

Identity
Matcher

CAPTCHA
Analyzer

Profile
Creator

Message
Sender

Target
Social
Network
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Real-World Experiments o)

" |s it feasible to perform cloning attacks in the real-world?
= Questions:
= Can an attacker launch large-scale attacks?

= How willing are users to accept friendship requests from forged profiles
of people who are already in their friendship lists?

= |s it possible to efficiently find two identical accounts in two different
social networks?
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Profile Crawling Experiments ”Zf\
GEEES————
= StudiVZ and MeinVZ

= Displays CAPTCHA if large number of requests come from one account

= To collect as much information as possible, without being noticed, 16
accounts were created, and separately used for crawling

= Collected 5M profiles with contact information, and 1.2M complete user
profiles

= XING

= Does not display CAPTCHA, but disables the account if the account
requests around 2000 pages consecutively

= 118,000 accounts were crawled
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Profile Cloning Experiments

e Attack: duplicate the profiles of five users (D1,...,D5) and create
fictitious profiles (F1,...,F5 as control group)

Fraction of accepted contact requests
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Profile Cloning Experiments
G

® Do the users really trust their friends in their friend list?
= Would they click the link seen in the message below?

Hey, I put some more pictures online. Check them
here!:

http://193.55.112.123/userspace/pixTuser=<account>
kpguest=<contact>kcred=3252kj5kj25kjk325hk}

Ciao, <account first-name>
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¥

Profile Cloning Experiments .
G

 Click through rate for messages from duplicate / fictitious
profiles

Fraction of clicked spam links

06 L = s m _

st - = = = = =
o2l B B == = = =

D1 D2 D3 D4 D5 F1 F2 F3 F4 F5
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Cross-Site Profile Cloning Experiments @3

= Cloning profiles that exist on XING, but not on LinkedIn

" The success of the cross-site profile cloning depends on the
number of users that have a profile in both of the networks

* From around 30.000 crawled profiles in XING, 3.700 were also
registered in LinkedIn
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Cross-Site Profile Cloning Experiments q
eEE———

= Clone 5 users from XING to LinkedlIn

= iCloner identified 78 out of 443 XING friend contacts that were
also registered in LinkedIn

" Fraction that has actually accepted the contact requests:

Fraction of accepted contact requests

S
0,8 -///

0,6

o b
0,2 -///F

X1 X2 X3 X4 X5
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How Can Social Network Security be Improved?

Make the users aware of the risk
Make privacy controls easier to use (and show consequences!)
Provide a stronger way to authenticate users

Increase defense (rate ctrl against massive automatic harvesting):
= Make CAPTCHAs more difficult to break
= Reduce response rates
= Limit number of accessible profiles

Apply anomaly detection techniques to detect:
= Crawling
= Massive amount of friend requests or messages
= Profiles with identical/similar information
= Attempts to automatically solve CAPTCHAs

...decentralize, but that comes a bit later ;-)

v —_

)

—,
Clx
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Security Objectives in OSNs
G

1. Of data and services

2. Robustness against censorship

3. Prevent from seizure or
hijacking of identities

/

1. Only trusted parties can access:
* Personal Information
* Communication

2. Possibility to hide any data
about any user

1. Protect user data from
unauthorized modification
and tampering

2. Ensure the link between OSN
accounts and people
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Stakeholders in OSN P

dffiliates

25@ ~dvertising

ustomers

TU Darmstadt, FG P2P, Th. Strufe
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Types of Information
G

= Explicit

*created content w
(+self descriptory

eannotations/comments
*preferences/structural

interaction (contacts, +1,

etc)

= External

*interest/preferences
(clickstreams through
adnetworks, fb-connect)

= |Implicit

e inferable from environment
(homophily)

* observable

* session artifacts (time of actions),
interest (retrieved profiles;
membership in groups/ participation in
discussions), influence (users)

* clickstreams, ad preferences, exact
sessions, communication (end points,
type, intensity, frequency, extent),

location (IP; shared; gps coordinates),
udid

= Processed/derived
* preference models Ve
*image recognition models

e aggregates (characteristic
properties/ descriptors of user

groups)
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Apparent Access Control Model @\

= Storage:
clear text at the provider

= Authorization:
audience selection by owner
through SNP functions (per
object, per subject/group)

= Authentication:
login to account at SNP

= Access Control:

through SNP upon content
request/presentation to
authorized subjects only

= User/Identity mgmt:
Account creation (email),
SNP functions for contacting
user, group/list management

Thorsten Strufe
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De-facto Access =)
o

Explicit Implicit

¢ user 8 @ + SNP i 59
e @Grantable Everything the installing

i I o ’
* specific contact(s)®

o llfriendsn @ ¢ Aff|||atE' m Zynga

f : d ff . d @8 ° Extenc m SAuag
riends of friends g’ g . Adver
e service subscribeifi:

Not much (aggregates)

e The pub['ﬁ 3‘ Unless they pay really well

o
¢ ISP (m=—
v Everything their

subscribers see/write
(until Nov 21st '12)

Ignoring downstream abuse...
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The OSN Security Model

Assuming that users can
and do apply authorization

and user mgmt

dffiliates

qdvertising
'ustomers

m Zy nga 'xtending
v SAUAY ustomers

01 Tube]
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The Model Revisited: . /:3
Potential Adversaries -

Communication Relations

: % Trust Internal
< - — -~ * > (User /Friend)

—————
-
-

Internal
(SNS/* Provider)

~o
-~
— -

-
-
-
-—— -

B
A

In terndl
% (IsP)
Pl A
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Privacy Concerns

. ] R
Which disclosure are users concerned about? @
G
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Because They Don't Realize...
G

Extent of collected information (data)
Increasing ubuiquity of monitoring
Facebook.com
-> places/foursquare
-> google maps
-> browser location sharing

¥

.,

Loss of benefits

lllegal access,
stalking

Cooperation with
Intel services

Price discrimination
3 3
- i'r
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Immediate Defenses — vs. Crawlers and Confusion @\

G
Crawler Defense [1] FB Privacy Settings [2,3,4]
" Access trade-off (oversharing): » Default settings too weak and
= Crawlers/Adversaries: deny! complicated to grasp

= Friends: grant w/ low overhead
Partial-knowledge based Access
Use attribute sets as credentials

= Comprehensible controls:
= Ease of use, direct feedback

Uber mich
Shamir shares stored in profile e vt
Geburtstag: 22. Novemnber 1978 DD
Encrypt posts, —eroect ™. -~ Access S—
e w0 8 e e -
W = Kontakte kniipfen

Derzeitiger Wohnort: Hamburg, germany I:H:‘
pimatstadt:

Nartmand. Garmany

@

H

@
=

R K » Implementation: Firefox-
8D . ém , Extension
Security proof-——-—-—-- SN g = Comprehensive user studies
Analysis on real world data: (TK)
= Security comparable to passwords - Dovl\</n|0ad: »Privacy Ampel”
Firefox extension for download (50k) [1] WWW 13 [3] HCI WS *11

[2] SocInfo ‘12 [4] WWW ’12

TU Darmstadt, FG P2P, Th. Strufe P2P 5-1: Online Social Networks 84



Immediate Defenses — Crypto Schemes =)

G
PMS [1,2] BroadMask [3]
" Plain content stored at :
Srovider " Implementation of PMS

= Chrome/FF extension

= Comprehensive AC scheme = PBC, Crypto++, GnuPG
using crypto

= Simple group management
" Encrypt on attribute level

" Picasa plugin
= Bitmap wrapping

Original Facebook Wall |

= Shared key vs. Broadcast Enc.

|
= Proof of confidentiality, o
unlinkability/anonymity — et

[1] FC/RLCSP ’11
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Potential Solution Classes =P

G
* Trust,everybody” e Suspect provider & affiliates
e Suspect Network * Aim: Content confidentiality

* Transport Layer Security » Crypto Schemes (Scramble,

NOYB)

* Suspect subscribers, public
* Trust provider (& affiliates)
» Apply OSN Access Control

e Suspect affiliates/browser
* Access abuse, unsolicited msg
» Web security, Sandboxing..

y Lo '-r"-'."._'l
"._ . ”
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What if: you don't want to be observed?
e

= Provider still has the power to

Intercept and drop messages

Observe who is active

What else the profiles are interested in (cookies)

Who is communicating with whom
* OSN identities
 Network layer addresses (actual individuals with post addresses)

U Darmstadt, FG P2P, Th. 5trute P2P 5-1: Online Social Networks
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Potential Adversaries - 2 :

TN
(and solution classes) ) )
G

e Suspect provider
and affiliates

 Threat: anonymity,
behavior

> Decentralization

e Threat: ol @[@ﬁ

> Da rknetsl

U Darmstadt, FG P2P, Th. 5trute P2P 5-1: Online Social Networks
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The Model Revisited:
Potential Adversaries

g Communication

Relations

!

&

|
b= &
|

A

P ]

TU Darmstadt, FG P2P, Th. Strufe P2P 5-1: Online Social Networks
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Solution Classes Summarized T \)

G

= Web Security = Crypto Schemes
= Transport Layer Security «(with different properties) %

(https)

; * Decentralization  _ .
=

= OSN Acces.@ontrol « Darknets

=(plus Usability)
= Web Security 2

m Ayareness/

=(Sandboxing)

 Then again...
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Quest to Decentralize

Twitter is over capacity.

Too many tweets! Please wait a moment and try again.

= i i i s s i i i i

© 2010 Twitter About Us Contact Blog Status APl Help Jobs TOS  Privacy

TU Darmstadt, FG P2P, Th. Strufe P2P 5-1: Online Social Networks
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Plethora P2P | Decentralized Social Services &)
o

= FOSS

= BuddyPress, CrabGrass, Cobs, DaisyChain, Diki, Elgg, FETHR, GNUNet, Gossple,
Jappix, Lorea, Mycella, Movim, PeerScape, Pinax, StatusNet

= Commercial Approaches
= diaspora, wuala, LifeSocial

= Academia

* Friend-of-a-Friend, FriendStore, HelloWorld, LifeSocial, LotusNet (Likir), PeerSon,
Safebook, SocialCircle, Tribler, Vis-a-Vis

=  Focus on systems that
= implement social networking and publication functions
= Provide running software or a comprehensive protocol / system description
= Actually are decentralized
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Selected Systems and Proposals
e

= diaspora diaspora*
" Friend-of-a-Friend
= LifeSocial

= LotusNet / Likir

= PeerSon

= Safebook

= Vis-A-Vis

TU Darmstadt, FG P2P, Th. Strufe P2P 5-1: Online Social Networks
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Classifying Decentralized OSN
e

= Type of storage / service provision
= |nfrastructure-based
= Dedicated Web-Servers
= Deployed in the cloud
=  Peer-to-Peer-based
= Hybrid
= Granularity of service provision
= Replicating whole service (profile and provision)
= Distributed storage of attributes
= Level of integration
= Stand alone system
= Extension of existing systems
=  Resource sharing incentives
= None
= Social cooperation
=  Payed premium services

TU Darmstadt, FG P2P, Th. Strufe P2P 5-1: Online Social Networks
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L
Approach Type of Service Service Granulariy Integration Incentives
diaspora web-based complete external Premium
FoaF web-based complete external
vis-a-vis Cloud complete external
LotusNet P2P split stand alone
PeerSon P2P split external
Safebook P2P complete stand alone Social Coop
LifeSocial hybrid split stand alone Premium

TU Darmstadt, FG P2P, Th. Strufe
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Challenges for P2P OSN 420
e

Let‘s use P2P to increase privacy in OSN!
How could we proceed?
Which challenges are we about to encounter?

Performance

Properties: P2P - filesharing! OSN: small, short lived objects

Extreme heterogeneity (friends, uploaded content, resources)

User behaviour / sessions (diurnal patterns, session- and inter session times)
Incentives

Mobile users vs. p2p / recursive routing, etc...

= Security

How can we ,guarantee” availability?

How do you search for somebody?

Key management!?

Identification services (we don‘t want fake accounts!)

TU Darmstadt, FG P2P, Th. Strufe P2P 5-1: Online Social Networks 102



s‘,;afeboak
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- hiﬁrrikura l- i 52&

‘ﬁ'?sreﬁi Sea

L :
secure online socrial network

arfebook Privacy-Preserving Online Social Networking

http://www.safebook.us

L. A. Cutillo, R. Molva, M. Onen, T. Strufe
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Design Principles g
e

e Decentralization Cooperation enforcement
-P2P architecture -Friends cooperate

* Privacy
-Simple anonymous routing
-Based on trusted links
-Group Encryption

* Leveraging existing Trust
-Social trust = trusted link
-Friend = neighbor
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Architecture }

u Matryoshka

* Data storage
* Cooperation

* Communication
with privacy

v

A

Trusted
ID System

*ID Management

Co%::st \/\
/

Peer-to-peer substrate

* Lookup \
ah

J
Different views of the network

P2P 5-1: Online Social Networks

A

105

TU Darmstadt, FG P2P, Th. Strufe



Network view

Trusted
ID System

@ user id

[ @ node id ]

@ ip address

TU Darmstadt, FG P2P, Th. Strufe
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User i's Matryoshka 1
e

Outer shell

b 4 d friend of c

T~ 7 cfrier" i
isnode N\ = & ,5 § . the .nfinnchi_n for C
e
ou 5~
HoW do Y oint list?
End to en” entfyp trust led profile data
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Finding it,

using P2P: a looks for b

—_———_
—_— —~ ~

- -~

Ve~

‘s outershellr no s
J profr/a

.
)
~ )
A\ ’
L7 \ /
7’ \\ __________ ’/
* g looks for b’s * g sends profile data
entry nodes request to a b’s
e k provides b’s outer entry node

shell nodes

—— —_—

A b’s outer shell:
h(b), e
h(b), f

® One of b’s inner shell
nodes answers

TU Darmstadt, FG P2P, Th. Strufe
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Evaluation of the scheme (1) ﬁ

Privacy Friendship relations hidden through Matryoshkas

Untraceability through pseudonymity
and anonymous routing

Cloning prevention
ID management

Dos prevention

Access control Key management

Availability Data replication at friends’ nodes
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Performance - Reachability =2

¥
90% probability of having at least one valid path through the matryoshka, spanning ratio=2 ,’/
| ! | | ! | | 5
QB | e ] 160 -

Too many contacts?

140

1120
=
% 0.45
8 - 190 L Number of
g . {Skype data) .. contacts in the
o) - 60 inner shell
15 to 25 contacts required
082 to be reachable at 90%
with 3 or 4 hops
e O ﬁ ........................................................................................
e, 20
0.25 G:Fﬂ‘(}TF\ ?\m@(@s _
2 45 5

Number of hops
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Performance - Delay =)
e

Further Lookups’ delay CDF for a 4 shell matryoshka (*)

1 I T T
Total data lookup time:

o Ta = Tour * Trpae

| * Further lookups: Tp,;=0
thanks to caching

Average: 2,71 s |
2‘ 2!5 3‘ 3?5 4I‘r 4.5
x 10°

Time [ms]

(*) Data computed by applying the Monte Carlo sampling technique on single hop delay measurements
and on delay measurement for a successful DHT key lookup in KAD (Biersack..)
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Conclusions for Safebook
o

= Safebook

= Decentralized OSN, based on mutual trust

= Modelled, analysed, simulated and
prototype

= Open Challenges
= Performance is insufficient

= Availability questionable (correlated
churn)

= Concealed participation impossible

g
sparebook ... ...

Leucio Antonio Cutilla

information {contact list, pictures, status, posts..}

Refik Malva

Thorsten Strufe

yori Square Podiurm
- o Leucio Antornio Cutitlo is going on working on Safebook, and
namefid/email G
5 ~ hopes to see you afl soon on this new Social Network !
uuuuuuuuuu L
i ""; Paolo Viott [Whats going on? ]
 oplRti - Share
WA

impersonal tion of users

Write here your reply

[1] WONS 2008
[2] WWW 2009 [6] FC/RLCPS 2011
[3] WoWMoM 2009 [7] WoWMoM 2011
[4] IEEE CommMag 2010

In Safebook, you can decide who has access to your persona

Moreover, Safebook addresses severe concerns, such as

[5] Eurosys/SNS 2010

Right, and there's no central entity storing everybody's data..

the

Reply
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Bullet Proof Privacy — Social Overlays &P
o

* Threat: Observability of behavior and identity
= Aim: Conceal participation and prevent (untrusted) observation

= Communication substrate from trusted links:
= Social graph defines overlay
= Restricted connectivity

Adapt addresses/identifers (without data loss)

Estimate routing structure

Route on imprecise embedding with (Poly)log path length

TU Darmstadt, FG P2P, Th. Strufe P2P 5-1: Online Social Networks 125



Enhancing Routing and Embeddings A=)

Darknet Routing [1] Attacking Freenet [2]
. Darknet model K(n d.CL) = Cooperative ID-Adaptation:
L » Random Walks

HiH “ |

&\ W
" Freenet routing not polylog = Single Adversa Attacks

= Design of novel routing NBO

= Proof of polylog routing
length

= Simulate and

Implementation = Resistant LMC embedding

= Analysis and simulation

RN show superior resistance,
La d
tpoz® 0 performance
10 ]
[1] INFOCOM mini 13 o s t=ia=a = WiP: Novel Tree-based Embeddings[3]
[2] SRDS/WNR ’11 60 20‘000 40‘000 SOEOEE-DFS“:;;::D ° 100‘

[3] NetSys “13
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Summary A=
o

= Online Social Networks exhibit sustained, rapid growth
= Decreasing expertise, increased abuse, malfunctions, leaks
=  Protecting privacy must be at the focus of CS research

= |mportant to know user behavior

= Decentralization one possibility
= Large number of projects that leverage the “social” term

= Good (challenging!) example for an application that gains from the
properties of P2P

= Afew real approaches to decentralize
= Privacy, availability, cost (load balancing)

= Case study: Safebook and its properties
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