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Chapter Outline 

 Overview 

 Communications (Online Social Networks) 

 Content Distribution Revisited (P2P Streaming) 

 Distributed Backup and Storage 

 Gaming 
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P2P: More Than Filesharing? 

 P2P so far focussed on finding stuff 

 Main application: File Sharing (exchange of data objects 
between end hosts) 

 It works well and is very popular, since 
 Resources (bandwidth/selection of data) in client-server is limited, scales 

better with P2P 

 Users have an incentive to participate (download sth fast, it‘s free as in 
beer) 

 Almost pervasive broadband access, „always on“ 

 Difference between clients and servers decreases (again…) 

 

 So what about other applications of the P2P paradigm? 
 



4 

 

TU Darmstadt, FG P2P, Th. Strufe   P2P 5-1: Online Social Networks 

More than File-Sharing! 

 Reversing the paradigm: 
 Distributed backup and storage 

 Pushing content distribution a bit further: 
 Overlay- / P2P streaming, Application Layer Multicasting 

 Distribution of control 
 Groupware / Collaborative work 

 Decentralized online social networks 

 Centralized use of P2P 
 Enhancing centralized systems using P2P 
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P2P Online Social Networking 

 What are Online Social Networks and how have they evolved? 
 A short overview of the history of networked services 

 Why are they interesting for research? 
 A peek at their prevalence 

 How do people actually use them? 
 Characterizing user behavior in OSN 

 The privacy problem 

 Movements to decentralize 

 Safebook 
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A Short History of Networked Services… 
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…around came the World Wide Web… 

http:www.ibm.com/IBM/ last visited: 1996-10-21 
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…with more info than we really wanted… 
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…with high barriers. 

 Quite costly 

 Difficult to set-up and maintain 

 Initially mainly  
 a few “nerds” 

 universities (research centers) 

 large companies and only  

http:www.cern.ch 

http:www.berkeley.edu 

http:www.bbn.com 

http:www.cocacola.com 

http:www.fiat.it 
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So Today everybody Shares Some Data… 
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…with calculated side effects… 

http://www.firedfornow.com/job-loss-and-the-
economy/can-facebook-hurt-your-job-prospects/ 

http://amfix.blogs.cnn.com/2010/03/26/facebook-

posting-allegedly-led-to-house-robbery/ 
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…increasingly immersive to daily life… 

google latitude 

loopt 

tweetspotting 
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„Volkszählung“ 1987 

 Penultimate public census in Germany 

 Scheduled for 1981 (delayed for legal reasons to 1983) 

 Significant public opposition 
 Fear of a surveillance society 

 The transparent citizen („gläserner Mensch“) 

 Bounty for discovered Germans and esp. foreigners 

 Appeal for civil disobediance 

 Finally accomplished in 1987 

 Consequence: „25% inherent error“ 

 Significant gap between census and community register 

 (So let‘s just get a unifying tax number… ;-) ) 

 

http://upload.wikimedia.org/wikipedia/commons/4/43/Volkszaehlung.JPG 
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… completely willingly… 

Source: Speck: Privacy and Social Networks 
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Social Media 

 What is Social Media anyways? 

• Web-based (user generated) content sharing 

• Knowledge about the posting individual 

• Plus the relationship between the users 

 

• Relationship? 
• „Friend“, „Acquaintance“, „Idol“…? 

• Uni- vs. bi-directional („connect“ vs. „subscribe“) 

TU Darmstadt, FG P2P, Th. Strufe   P2P 5-1: Online Social Networks 



17 

 

System Classes 

 Content Communities 

 Blogs/Microblogs 

 Virtual Gaming Worlds 

 Virtual „Social“ Worlds 

 Collaborative Projects 

 Online Social Networks         
(read: all of the above ;) ) 

 youtube 

 Twitter 

 WoW 

 2nd life 

 Wikipedia 

 FB, g+ (?), etc., etc. 
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Facebook, Twitter & Co. (Online Social Networks) 

Online Social Networks (Social Networking Services) 
“web-based services that allow individuals to  

(1) construct a public or semi-public profile within a bounded system,  

(2) articulate a list of other users with whom they share a connection, and  

(3) view and traverse their list of connections and those made by others 
within the system.” 

 Is this really all? 

 “the communication of participants through message 
exchange, commenting on the profiles of others (or previous 

interactions, e.g. in recommendations), which merely is a message 
exchange with the aim to annotate the addressed profile, and 
the wealth of applications (starting from simple ``poking'' mechanisms to a 

variety of ``gift'' and ``likeness'' applications for interactions between users)” 
 

Source1: boyd et al.: Social Network Sites 
Source2: cutillo et al.: Privacy Preserving Social Networking through Decentralization 



19 

 

TU Darmstadt, FG P2P, Th. Strufe   P2P 5-1: Online Social Networks 

Online Social Networks 

 Simplified, walled-garden version of „the Web“: 
 Easy to set-up pages („profiles“) of individuals (… and companies…) 

 Links reflecting real-world relations between individuals 

 Possibility to share user generated content 

 

 …including messaging 
 “Guest book” / “Wall” (asynchronous broadcast) 

 Email (asynchronous unicast) 

 Chat (~ synchronous unicast) 

 

 Collaborative applications / games 

 

! Different target audience / application domain 
 Private and personal OSN 

 Public and professional OSN (business-oriented) 
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 Professional business services 

 

 Private and personal services 

 

 Niche/tailored services 
 “Micro blogging”: Twitter 

 Business trips and meeting service: Dopplr, TripIT 

 Location-based achievement systems: foursquare, gowalla 

 

Target Audience and Domain 
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Map of Online Communities 

Source: Randall Munroe, XKCD.org 
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Map of Online Communities 

Source: Randall Munroe, XKCD.org 

http://xkcd.com/802/ 
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Two words on: 
Information Sovereignty 

 The Bible 
 

 Newspapers 

 

 Mass media 

 

 The Internet (1.0) 

 

 Web 2.0… 

 

 „The deer have guns, now!“ 

TU Darmstadt, FG P2P, Th. Strufe   P2P 5-1: Online Social Networks 
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The Ammo Business… 

„Myspace, after failing to meet  
the expected income,  

starts selling their users‘ data.“ 

TU Darmstadt, FG P2P, Th. Strufe   P2P 5-1: Online Social Networks 
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The Deer May have Guns, but… 

it‘s known who they are 

with whom they‘re friends 

whom they‘re talking to 

what they think and want 

 

even what they‘re aiming at… 

 

…and quite fortunately, their ammo can be removed,  

 should they fail to comply 

TU Darmstadt, FG P2P, Th. Strufe   P2P 5-1: Online Social Networks 
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Can it Get Worse? 
(a little polemic) 

Homogeneity and control! Provide their 

Hardware 

Operating System 

„Applications“ (controlled, be the gatekeeper!) 

Just license them, don‘t give them any ownership! 

Control/surveil their music 

Their movies 

Their social network… 

 …their life… 

TU Darmstadt, FG P2P, Th. Strufe   P2P 5-1: Online Social Networks 
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Enough polemics,  
back to the topic! 

„Worst case: 
you can jailbreak…“ 

„Worst case: 
you can jailbreak…“ 

„Worst case: 
you can jailbreak…“ 

„Worst case: 
you can jailbreak…“ 
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Back to Social Networks – and: Why Bother? 

 

Source: Muhammad Saleem 
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Characterizing User Behavior in OSN 

 Understanding the behavior of users in OSN 
 

 Why? 

 It’s interesting!  

 Plus: we need to know to build better (P2P) OSN… 
 

 Questions of interest 
 Sessions (when, how long, - active, - often?) 

 Preferences / services used 

 Popularity of content / pages 

 Scope of access / reciprocity? 

 

 

 Here: focus on profile popularity… 
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What’s in a “Professional” Profile 

 Identifying info 

 Name 

 Photo 

 Address… 

 CV 

 Current/prev. 
employments 

 Educational track 

 Interests 

 Personal/professional 

 Wants/haves 

 Interest Groups 

 Personal contacts 

 Messaging 

 Statistics 
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Popularity of Profiles – Intuitive Beliefs 

 Which profiles are “popular”? 
 Measured in frequency of requests 

 Possible to correlate to properties of user/profile? 

 Which profiles do we have to keep available (and by which means?) ;-) 
 

 Why? 

 Common beliefs… 
 “Profile of women are much more often visited than profile of men” 

 “Profiles with pictures are more interesting than profiles without” 

 “Old/experienced profiles attract more views” 

 “The profiles of active users are more attractive” 

 “Users with many friends are sought and viewed more often” 

 “Last name starting with a letter late in the alphabet sucks…” (c/list pages…) 
 

 Reflecting: how are users lead? 
 Assuming the users generally follow links (rather than searching for content) 

 What do they see as “home” – the front page of the OSN? 
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The Front Page (and how to get on it) 

 “Home page” (after login) usually almost identical 
 Info on profile owner 

 Updates from the provider (and advertisement) 

 Feed of news from “friends”/contacts 

 

 Activity in the news feed: 
 Changes to profile  

 Status updates 

 Birthdays 

 Contact list maintenance  

  (adding friends) 

 

 

 

 Note: having many friends leads to broad dissemination… 
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Data Collection 

 How can we gather the data? 
 Access to server logs ( Ha! ) 

 Surveys & Interviews (problems of scale) 

 Traffic logging (problems of scope) 

 Crawling/API access (problems of scale, incompleteness of information, 
sampling) 

 

 Crawls gather only limited data 
 Does not sufficiently allow inference on sessions 

 Mainly comprises of plain, static profile info and social graph 

 Generally does not include data about popularity 

 

 Regular monitoring: 
 Collect changes to profiles 

 Frequent, regular measurements over long period of time needed 
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Studying a Prominent OSN 

 “xing” selected for the study 
 Business/professional OSN, similar to LinkedIn 

 8 Mio users, mainly from central Europe 

 xing profiles include 

 Registration date  

 activity meter 

 hit counter (number of profile impressions for popularity) 

 Weak privacy settings (professional profiles are there to be seen) 

 Visitors to profile visible (to paying users – no stalking, unlike LinkedIN, facebook) 

 

 Crawling / monitoring the complete OSN is infeasible 
 8mio profiles, most >15 pages of contact lists (up to 160k contacts!, 10 per page) 

 Access per page takes ~ .5s, complete crawl takes > 275 h (if all goes well) 

 each page > 150 KB,  > 17 TB in total 

 Providers don’t like this much… (rate control, disabled accounts, blocked IPs) 

 

 Large, random sample needed for meaningful results 
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Sampling and Monitoring 

 Random sampling 
 Conducted random walks (25k, 5k, ~1k) 

 Wish for the crawls:  

 Diverse graphs without overlap 

 Collect “john does” (no outliers, no abandoned profiles) 

 Covered over 2Mio unique profiles in total 

 Starting at diverse “edges” (AUS,DE,PL,RUS,TR,UK,US) 

 all converged to D.A.CH 

 

 Selected sub graph without overlap 
 31.643 unique profiles (25k, 5k, 1.6k random walks) 

 Gender automatically derived via website on international first names 

 

 Subsequently frequently monitored for a long period of time 
 Since Nov 2009 

 At least twice daily 

 Only core data needed (no pictures, friend list not regularly since # on profile) 
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Monitored Data 

 Identifying Data 
 Name, Image, Gender 

 

 CV 
 Current employment, universities attended, claimed spoken languages 

 

 Interests 
 Interests as stated 

 Number of subscribed groups, subscribed groups, number of members in 
groups, number of messages in respective groups, languages of group 

 

 Contact list information 
 Number of contacts 

 Complete list of contacts gathered infrequently 

 

 Statistics 
 Registration date, number of profile impressions, activity meter 

 Timestamp of crawl 
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Analyzing & Validating the Sample 

 3 months section of monitoring data analyzed (Nov ’09 – Jan ’10) 

 Some profiles removed (celebrities, abandoned profiles) 

 Remaining sample 

 25.274 (7.824 / 17.450) (31% vs. 34%) 

 Degree dist. (~PL, min 5, max 12.332) 

 Name frequency follows Zipf 

 First names: s= 1.67 

 Last names: s= 3.14 

 Binned popularity dist. log-normal 
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Activity, Group Membership 

 Activity 
 “Activity meter” in profiles very coarse grained 

 Derived “profile alteration frequency” as alternative 

 Men are slightly more active than women (to both metrics) 

 Profiles without image belong to inactive users 

 

 Membership in Groups 
 Wide range of group membership 

 Max 511, Mdn 3 

 >5k profiles are not registered to any group 
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Testing Groups of users (non-parametric) 

 Testing popularity between groups (non-parametric) 
 

 “Profile of women are much more often visited than profile of men” 

 Male vs. female: 0.039 vs. 0.041 (Mdn) 

 No significant difference  

 “Profiles with pictures are more interesting than profiles without” 

 With picture significantly higher popularity (0.5 pi / d) 
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Correlational Tests (Pearson’s r) 

 “The profiles of active users are more attractive” 
 Activity as given on the profiles (“activity meter”) 

 r ≈ 0.17, no noteworthy correlation 
 

 Activity measured in group memberships 

 r ≈ 0.37 (higher for men, lower for women) 
 

 Activity meter is very coarse grained 

 Activity measured in profile alterations 

 r ≈ 0.62 (0.61 < r < 0.63) high correlation 
 

 Popularity correlates with activity of users (profile alterations/group activity) 
 

 “Users with many friends are sought and viewed more often”  
 Correlating popularity to the degree of profiles 

 r ≈ 0.75 , high correlation 

 Stronger for women: 0.81 < r < 0.83 vs. men: 0.74 < r ≤ 0.75 
 

 In retrospective: Combination somewhat unsurprising: changes are published 
at friend’s profiles… 
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Correlational Tests (odds n’ sods ;-) 

 “Old/experienced profiles are viewed more frequently” 
 Preferential attachment / experience could lead to higher popularity 

 Ho rejected, but r ≈ 0.11, no noteworthy correlation 
 

 “Last name starting with a letter late in the alphabet sucks…” 
 Ho not rejected, there is no correlation. 

 Taking the “rich-club”, however… 

 Top 5% profiles:  r ≈ - 0.09    (the earlier, the better..) 

 Top 2‰ profiles:  r ≈ - 0.22 

 Top 1 ‰ profiles: r ≈ - 0.29 

 Top 10 profiles: r ≈ - 0.9 !!   ;-) 
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Summarizing the User Model 

 Selected large sample of profiles in business oriented OSN 

 Monitored profile properties and popularity (in pi/h) 
 

 Profile Popularity can be predicted. Relates to 
 Providing image 

 Activity (diligence of maintaining profile) 

 Number of friends and contacts 
 

 What we take away (P2P OSN) 
 Nice correlation with activity/friends (P2P & replicating at friends…) 

 

 Future Work 
 Kept monitoring, but results quite stable… 

 Analyze data from DB and server access logs “spi” (fb-like personal osn) 

 Are profile requests “local” (viewing friends…)? 

 Is interest mutual? 

 Can we learn more on the sessions? 

 Struggle to get/analyze more data! 
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Trust 

What is „trust“, in the first place? 

 Trust is the certainty that another party (a subject) is going 
 to act, operate, behave as expected. 

 

What is so special about trust in OSN? 

• Service focuses on individuals  (whom the user knows) 

• and their relations (seeming correspondence to RL trust) 

 

• Object of trust:  
• wealth of personally identifiable information (PII) 

• RW reactions to seemingly personal communications 

TU Darmstadt, FG P2P, Th. Strufe   P2P 5-1: Online Social Networks 
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Stakeholders in OSN 

participants osn provider affiliates 

net providers others 

advertising 
customers 

extending 
customers 

spectators 

TU Darmstadt, FG P2P, Th. Strufe   P2P 5-1: Online Social Networks 
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Internet 

A Little Model 

Secondary/fallback 

3rd party app 
 servers 

DB 

Social Networking Server 

End device 

delegate 

Real Time 

Trust 

GPRS 

Relations Communication 

ad interface 

TU Darmstadt, FG P2P, Th. Strufe   P2P 5-1: Online Social Networks 
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Access Model 

• user 

• Grantable 

• specific contact(s) 

• contacts 

• contacts of contacts 

• service subscribers 

• public 

• Implicit 

• SNP 

 

• Affiliates 
• Extenders 

• Advertisers 

 

 

• ISP 

 

Everything the installing  
user can see 

Not much (aggregates) 
Unless they pay really well 

Everything their  
subscribers see/write 
(until Nov 21st ’12) 

Ignoring downstream abuse… 
TU Darmstadt, FG P2P, Th. Strufe   P2P 5-1: Online Social Networks 
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Types of Information 

 Explicit 

•created content                     
(+self descriptory) 

•annotations/comments 

•preferences/structural 
interaction (contacts, +1, 
etc) 

 

 External 

•interest/preferences 
(clickstreams through 
adnetworks, fb-connect)   

 Implicit 
• inferable from environment 

(homophily) 
•observable 

• session artifacts (time of actions), 
interest (retrieved profiles; 
membership in groups/ participation in 
discussions), influence (users) 

• clickstreams, ad preferences, exact 
sessions, communication (end points, 
type, intensity, frequency, extent), 
location (IP; shared; gps coordinates), 
udid 
 

 Processed/derived 
•preference models 
• image recognition models 
• aggregates (characteristic 

properties/ descriptors of user 
groups) 

TU Darmstadt, FG P2P, Th. Strufe   P2P 5-1: Online Social Networks 
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Facebook and Privacy Settings 

 Facebook largest and most successful OSN: 
 Over 800 Mio active users 

 50 Mio user after 3 years (2004-2007) 

 50 mio users per quarter since 2007  

 ½ Mio registrations daily  

 De-facto reference 

 

 Potential reasons for the dominance 
 Quick following of new hypes 

 “Apps” (Extensions to service, integration of 3rd party services) 

 “Friend feed”: construct virtual village (following twitter’s success) 

 Facebook places (following foursquare and gowalla’s success) 

 Stalking service (you don’t know who watched your profile => if this 
means success, users need to make their private data public!) 
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Facebooks Privacy-Evolution: 2005 

Source: McKeon 
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Facebooks Privacy-Evolution: 2006 
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Facebooks Privacy-Evolution: 2007 
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Facebooks Privacy-Evolution: 2009 
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Facebooks Privacy-Evolution: 2009 
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Facebooks Privacy-Evolution: 2010 
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Social Networking Sites as Targets 

 Information on social networks is sensitive and attractive by 
nature: 
 E-mail addresses 

 Postal addresses 

 Educational background 

 Gender/Relationship status/partner 

 Spoken languages 

 

 This information is valuable for attackers 
 Spear phishers 

 Spammers (implicit trust between users) 

 Malware authors (effective infection medium) 
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Cloning Attacks on Social Networks 

 Target: get on the friend list of real users to get access 
to their personal information and their circle of trust 
 

 Two Cloning Attacks 

 Clone the account of an existing user inside the same 
network and send friend requests to her contacts 

 Clone the victim profile into a different social 
network where she is not registered and contact her 
friends 
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Aim of Attacks and Experiments 

 Is it possible for an attacker to launch impersonation attacks on 
a large scale against a number of popular social networking 
sites? 
 Facebook (international) 

 XING (international) 

 LinkedIn (international) 

 MeinVZ (popular in Germany, Austria, Switzerland)   

 StudiVZ (popular in Germany, Austria, Switzerland)   

 

 



59 

 

TU Darmstadt, FG P2P, Th. Strufe   P2P 5-1: Online Social Networks 

Automated Profile Cloning 
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Automated Profile Cloning 
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Automated Profile Cloning 

 



62 

 

TU Darmstadt, FG P2P, Th. Strufe   P2P 5-1: Online Social Networks 

 

 

Cross-Site Profile Cloning 
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Obstacle: CAPTCHAs 

 CAPTCHA: Completely Automated Public Turing test to tell 
Computers and Humans Apart 

 

 CAPTCHAs are employed to prevent automated programs from 
accessing and abusing the services 

 

 In order to automate the attacks, a number of CAPTCHA 
breaking techniques were developed 
 “Quick and dirty”, techniques are not perfect 

 The aim is to break the CAPTCHAs efficiently enough to make automated 
attacks against several social networking sites possible 
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MeinVZ and StudiVZ CAPTCHAs 

 GD Library (PHP) CAPTCHAs 

 CAPTCHAs always contain 5 letters 

 Each letter is written in 
 Different font 

 Different background and foreground color 

 Often tilted, scaled or blurred 

 A simple grid-base noise is added to the image 

 Quick script* with success rate of 88.7% 

 

 

 

*Cracking the CAPTCHAs was done with serious amounts 

of help from Michael Roßberg/TU-Ilmenau 
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Facebook CAPTCHAs 

 Adopts ReCAPTCHA technique 
 Asks words that are encountered while digitizing books that cannot be 

correctly recognized by the OCR program 

 By solving the CAPTCHAs, the user contributes to the effort to increase 
the accuracy of the text of the digitized book 

 ReCAPTCHA asks meaningful words. Therefore, after solution is 
found, the word is sought in a dictionary 
 Result additionally submitted to Google as check 

 Script with success rate of 7% 

 Might seem small, but… 
 If every bot is capable of solving 7 CAPTCHAs  

 per day, a botnet that consists of 10.000 can  

 send 70.000 friend requests per day 

 Attack against Microsoft Live Hotmail had  

 similar success rate  
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Prototype Implementation: iCloner 
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Real-World Experiments 

 Is it feasible to perform cloning attacks in the real-world? 

 Questions: 
 Can an attacker launch large-scale attacks? 

 How willing are users to accept friendship requests from forged profiles 
of people who are already in their friendship lists? 

 Is it possible to efficiently find two identical accounts in two different 
social networks? 
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Profile Crawling Experiments 

 StudiVZ and MeinVZ 
 Displays CAPTCHA if large number of requests come from one account 

 To collect as much information as possible, without being noticed, 16 
accounts were created, and separately used for crawling 

 Collected 5M profiles with contact information, and 1.2M complete user 
profiles 

 

 XING 
 Does not display CAPTCHA, but disables the account if the account 

requests around 2000 pages consecutively 

 118,000 accounts were crawled 
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Profile Cloning Experiments 

• Attack: duplicate the profiles of five users (D1,...,D5) and create 
fictitious profiles (F1,…,F5 as control group) 
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Profile Cloning Experiments 

 Do the users really trust their friends in their friend list? 

 Would they click the link seen in the message below? 
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Profile Cloning Experiments 

• Click through rate for messages from duplicate / fictitious 
profiles 
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Cross-Site Profile Cloning Experiments 

 Cloning profiles that exist on XING, but not on LinkedIn 

 

 The success of the cross-site profile cloning depends on the 
number of users that have a profile in both of the networks 

 

 From around 30.000 crawled profiles in XING, 3.700 were also 
registered in LinkedIn 
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Cross-Site Profile Cloning Experiments 

 Clone 5 users from XING to LinkedIn 

 iCloner identified 78 out of 443 XING friend contacts that were 
also registered in LinkedIn 

 Fraction that has actually accepted the contact requests: 
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0
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1
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Fraction of accepted contact requests 



74 

 

TU Darmstadt, FG P2P, Th. Strufe   P2P 5-1: Online Social Networks 

How Can Social Network Security be Improved? 

 Make the users aware of the risk 

 Make privacy controls easier to use (and show consequences!) 

 Provide a stronger way to authenticate users 
 

 Increase defense (rate ctrl against massive automatic harvesting):  

 Make CAPTCHAs more difficult to break 

 Reduce response rates 

 Limit number of accessible profiles 

 

 Apply anomaly detection techniques to detect: 

 Crawling 

 Massive amount of friend requests or messages 

 Profiles with identical/similar information 

 Attempts to automatically solve CAPTCHAs 

 

 …decentralize, but that comes a bit later ;-) 
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1. Of data and services 
2. Robustness against censorship 
3. Prevent from seizure or 

hijacking of identities 

1. Protect user data from 
unauthorized modification 
and tampering 

2. Ensure the link between OSN 
accounts and  people 

Integrity Integrity 

Security Objectives in OSNs 

Availability Availability 

1. Only trusted parties can access: 
• Personal Information 
• Communication 

2. Possibility to hide any data 
about any user 

Privacy Privacy 



76 

 

Stakeholders in OSN 

participants osn provider affiliates 

net providers others 

advertising 
customers 

extending 
customers 

spectators 
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Types of Information 

 Explicit 

•created content                     
(+self descriptory) 

•annotations/comments 

•preferences/structural 
interaction (contacts, +1, 
etc) 

 

 External 

•interest/preferences 
(clickstreams through 
adnetworks, fb-connect)   

 Implicit 
• inferable from environment 

(homophily) 
•observable 

• session artifacts (time of actions), 
interest (retrieved profiles; 
membership in groups/ participation in 
discussions), influence (users) 

• clickstreams, ad preferences, exact 
sessions, communication (end points, 
type, intensity, frequency, extent), 
location (IP; shared; gps coordinates), 
udid 
 

 Processed/derived 
•preference models 
• image recognition models 
• aggregates (characteristic 

properties/ descriptors of user 
groups) 
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Apparent Access Control Model 

 Storage:                               
clear text at the provider 

 

 Authorization:     
audience selection by owner 
through SNP functions (per 
object, per subject/group) 

 

 Authentication:          
login to account at SNP 

 

 Access Control:    

 through SNP upon content 
 request/presentation to 
 authorized subjects only 

 

 User/Identity Mgmt: 
Account creation (email),    
SNP functions for contacting 
user, group/list management 

 

Thorsten Strufe                                               Towards Privacy Preserving Networked Services 
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De-facto Access 

Explicit 

• user 

• Grantable 

• specific contact(s) 

• “friends” 

• friends of friends 

• service subscribers 

• The public 

Implicit 

• SNP 

 

 

• Affiliates 
• Extenders 

• Advertisers 

 

 

• ISP 

 

Thorsten Strufe                                               Towards Privacy Preserving Networked Services 

Everything the installing  
user can see 

Not much (aggregates) 
Unless they pay really well 

Everything their  
subscribers see/write 
(until Nov 21st ’12) 

Ignoring downstream abuse… 
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The OSN Security Model 

participants osn provider affiliates 

net providers others 

advertising 
customers 

extending 
customers 

spectators 

Assuming that users can  
and do apply authorization  

and user mgmt 
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Internet 

The Model Revisited: 
Potential Adversaries 

Secondary/fallback 

3rd party app servers 
DB 

Social Networking 
Server End device 

delegate 

Real Time 

Trust 

   Internal 
(SNS/* Provider) 

   Internal 
(SNS/* Provider) 

GPRS 

Relations Communication 

   Internal 
(User /Friend) 

   Internal 
(User /Friend) 

   Internal 
(ISP) 

   Internal 
(ISP) 

Source: Cutillo 

ad interface 

SNP 

Alice 

  B 
A 
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Privacy Concerns 
Which disclosure are users concerned about? 

TU Darmstadt, FG P2P, Th. Strufe   P2P 5-1: Online Social Networks 
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Because They Don‘t Realize… 

 Extent of collected information (data) 

 Increasing ubuiquity of monitoring 

• Facebook.com  

• -> places/foursquare  

• -> google maps  

• -> browser location sharing  

Loss of benefits 

Price discrimination 

Cooperation with 
Intel services 

Illegal access,  
stalking 
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Immediate Defenses – vs. Crawlers and Confusion 

Crawler Defense [1] 
 Access trade-off (oversharing): 

 Crawlers/Adversaries: deny!  

 Friends: grant w/ low overhead 

 Partial-knowledge based Access 

 Use attribute sets as credentials 

 Shamir shares stored in profile 

 Encrypt posts 

 

 

 

 

 Security proof 

 Analysis on real world data: 
 Security comparable to passwords 

 Firefox extension for download 

FB Privacy Settings [2,3,4] 
 Default settings too weak and 

complicated to grasp 

 Comprehensible controls: 
 Ease of use, direct feedback 

 

 

 

 

 

 Implementation: Firefox-
Extension 

 Comprehensive user studies 
(TK) 

 Download: „Privacy Ampel“ 
(50k) 
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[1] WWW ‘13 [3] HCI WS ’11 
[2] SocInfo ‘12 [4] WWW ’12 
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Immediate Defenses – Crypto Schemes 

PMS [1,2] 

 Plain content stored at 
provider 

 

 Comprehensive AC scheme 
using crypto 

 Simple group management 

 Encrypt on attribute level 

 

 Shared key vs. Broadcast Enc. 

 

 Proof of confidentiality, 
unlinkability/anonymity 

BroadMask [3] 

 Implementation of PMS 

 Chrome/FF extension 

 PBC, Crypto++, GnuPG 

 Picasa plugin 

 Bitmap wrapping 

TU Darmstadt, FG P2P, Th. Strufe   P2P 5-1: Online Social Networks 

[1] FC/RLCSP ’11 
[2] LNCS  [3] WWW’13 
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Potential Solution Classes 

• Trust „everybody“ 

• Suspect Network 
• Transport Layer Security 

 

• Suspect subscribers, public 
• Trust provider (& affiliates) 

Apply OSN Access Control 

 

• Suspect affiliates/browser 
• Access abuse, unsolicited msg 

Web security, Sandboxing.. 

 

 

• Suspect provider & affiliates 
• Aim: Content confidentiality  

 Crypto Schemes (Scramble,  
NOYB) 

 

Internet 

D
B 

SNP 

Alice 

  B 
A 

Alice 

SNP 

  B 

A 

Thorsten Strufe                                               Towards Privacy Preserving Networked Services 
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What if: you don‘t want to be observed? 

 Provider still has the power to 

• Intercept and drop messages 

• Observe who is active 

• What else the profiles are interested in (cookies) 

• Who is communicating with whom 
• OSN identities 

• Network layer addresses (actual individuals with post addresses) 

• … 

TU Darmstadt, FG P2P, Th. Strufe   P2P 5-1: Online Social Networks 
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Potential Adversaries - 2 
(and solution classes) 

• Suspect provider                   
and affiliates 

• Threat: anonymity, 
behavior 

 Decentralization 

• Threat: observability (ISP!) 

 Darknets 
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Internet 

The Model Revisited: 
Potential Adversaries 

Secondary/fallback 

3rd party app servers 
DB 

Social Networking 
Server End device 

delegate 

Real Time 

Trust 

GPRS 

Relations Communication 

Source: Cutillo 

ad interface 

SNP 

Alice 

  B 
A 
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Solution Classes Summarized 

 Web Security 

 Transport Layer Security 
(https) 

 

 

 OSN Access Control 

(plus Usability) 

 Web Security 2 

(Sandboxing) 

 

 Crypto Schemes 

(with different properties) 

 

 Decentralization 

 

 Darknets 

 

Awareness! 
• Then again… 

TU Darmstadt, FG P2P, Th. Strufe   P2P 5-1: Online Social Networks 

Meet me 4pm 
@tahrir square 
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Quest to Decentralize 

 Issues of centralized architectures 
 Centralized control 

 Centralized data storage 

 Full, centralized access to data…  

 

 Single Point of failure (…and the legendary  

   twitter whale) 

 

 “Taking back the web” 
 Breaking out of the walled gardens (again, cf. AOL) 

 Re-democratizing the web 

 Distribute the services!  
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Plethora P2P / Decentralized Social Services 

 FOSS 

 BuddyPress, CrabGrass, Cobs, DaisyChain, Diki, Elgg, FETHR, GNUNet, Gossple, 
Jappix, Lorea, Mycella, Movim, PeerScape, Pinax, StatusNet 

 

 Commercial Approaches 

 diaspora, wuala, LifeSocial 

 

 Academia 

 Friend-of-a-Friend, FriendStore, HelloWorld, LifeSocial, LotusNet (Likir), PeerSon, 
Safebook, SocialCircle, Tribler,  Vis-a-Vis 

 

 

 Focus on systems that  

 implement social networking and publication functions 

 Provide running software or a comprehensive protocol / system description 

 Actually are decentralized 
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Selected Systems and Proposals 

 diaspora 

 

 Friend-of-a-Friend 

 

 LifeSocial 

 

 LotusNet / Likir 

 

 PeerSon 

 

 Safebook 

 

 Vis-A-Vis 
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Classifying Decentralized OSN 

 Type of storage / service provision 

 Infrastructure-based 

 Dedicated Web-Servers  

 Deployed in the cloud 

 Peer-to-Peer-based 

 Hybrid 

 Granularity of service provision 

 Replicating whole service (profile and provision) 

 Distributed storage of attributes 

 Level of integration 

 Stand alone system 

 Extension of existing systems 

 Resource sharing incentives 

 None 

 Social cooperation 

 Payed premium services 
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Approach       Type of Service        Service Granulariy      Integration             Incentives 

 

diaspora         web-based complete external Premium 

 

FoaF               web-based complete external 

 

vis-à-vis Cloud complete external 

 

LotusNet P2P split stand alone 

 

PeerSon P2P split external 

 

Safebook P2P complete stand alone Social Coop 

 

LifeSocial hybrid split stand alone Premium 
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Challenges for P2P OSN 

 Let‘s use P2P to increase privacy in OSN! 

 How could we proceed? 

 Which challenges are we about to encounter? 
 

 Performance 

 Properties: P2P  filesharing! OSN: small, short lived objects 

 Extreme heterogeneity (friends, uploaded content, resources) 

 User behaviour / sessions (diurnal patterns, session- and inter session times) 

 Incentives 

 Mobile users vs. p2p / recursive routing, etc… 

 

 Security 

 How can we „guarantee“ availability? 

 How do you search for somebody? 

 Key management!? 

 Identification services (we don‘t want fake accounts!) 
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L. A. Cutillo, R. Molva, M. Önen, T. Strufe 

      : Privacy-Preserving Online Social Networking 

http://www.safebook.us 
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Design Principles 

• Cooperation enforcement 
   -Friends cooperate 

• Cooperation enforcement 
   -Friends cooperate 

• Privacy 
   -Simple anonymous routing 
   -Based on trusted links 
   -Group Encryption 

• Privacy 
   -Simple anonymous routing 
   -Based on trusted links 
   -Group Encryption 

• Decentralization 
    -P2P architecture 

• Decentralization 
    -P2P architecture 

• Leveraging existing Trust 
   -Social trust  trusted link 
   -Friend = neighbor 

• Leveraging existing Trust 
   -Social trust  trusted link 
   -Friend = neighbor 
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Architecture 

Matryoshka 1 

•  Data storage 
  

•  Cooperation 
  

•  Communication 
    with privacy 

Peer-to-peer substrate 2 

• Lookup 

Trusted 
ID System 

3 

• ID Management 

Different views of the network 

Contrast 
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Network view 

b b 
Internet @ ip address @ ip address 

Peer to peer overlay 
@ node id @ node id 

b b a a Social network overlay 

@ user id @ user id 

Trusted 
ID System 
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User i’s Matryoshka 

i i 

b b 

a a 

c c 

User i’s friends 
-Store i’s encrypted profile data 

Inner shell 

Trust relationship for i 
c’s friend 

Trust relationship for c 

e e 

f f 

l l 

j j 

k k 

Outer shell 

 
End to end privacy based on hop by hop trust 
 

i’s node 

d friend of c 
c friend of i 
d friend of i 

d d 

Entry nodes 
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Finding it, using P2P: a looks for b 

lookup 

• a looks for b’s 
entry nodes 

• k provides b’s outer 
shell nodes 

data request 

• a sends profile data 
request to a b’s 
entry node 

Data reply 

• One of  b’s inner shell 
nodes  answers 

a a 
b b 

a a 

d d 

e e 

e e 

b’s outer shell: 
 

h(b), e 
h(b), f 

k k 

d d f 

b’s outer shell nodes 
c c 

c c 

b’s profile 
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Evaluation of the scheme (1) 

Cloning prevention Cloning prevention 

Privacy Privacy 

ID management 

Access control Access control Key management  

Dos prevention Dos prevention 

Availability Availability Data replication at friends’ nodes 

Friendship relations hidden through Matryoshkas 

Untraceability through pseudonymity  
and anonymous routing 
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Performance - Reachability 

Number of 
contacts in the 
inner shell 

30% online probability 
                                                         (Skype data) 

30% online probability 
                                                         (Skype data) 

80 to 250+ contacts required 
to be reachable at 90% 

with 3 or 4 hops 

Too many contacts? Too many contacts? 

15 to 25 contacts required 
to be reachable at 90% 

with 3 or 4 hops 



114 

 

TU Darmstadt, FG P2P, Th. Strufe   P2P 5-1: Online Social Networks 

Performance - Delay 

Tdl = TDHT + TMat 

Total data lookup time: 

• Further lookups: TDHT =0 
    thanks to caching 
  

 

(*) Data computed by applying the Monte Carlo sampling technique on single hop delay measurements 
and on delay measurement for a successful DHT key lookup in KAD (Biersack..) 
(*) Data computed by applying the Monte Carlo sampling technique on single hop delay measurements 
and on delay measurement for a successful DHT key lookup in KAD (Biersack..) 

Average: 9,17 s 

Median:  8,04 s 

90th percentile:  13,49 s 

Time [ms] 

1st Lookup delay CDF for a 4 shell matryoshka (*) 

Average: 2,71 s 

Median:  1,73 s 

90th percentile:  5,42 s 

Time [ms] 

Further Lookups’ delay CDF for a 4 shell matryoshka (*) 
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Conclusions for Safebook 

 Safebook 
 Decentralized OSN, based on mutual trust 

 Modelled, analysed, simulated and 
prototype 

 

 

 Open Challenges 
 Performance is insufficient 

 Availability questionable (correlated 
churn) 

 Concealed participation impossible 

 

[1] WONS 2008 [5] Eurosys/SNS 2010 
[2] WWW 2009 [6] FC/RLCPS 2011 
[3] WoWMoM 2009 [7] WoWMoM 2011 
[4] IEEE CommMag 2010 
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Bullet Proof Privacy – Social Overlays 

 Threat: Observability of behavior and identity 

 Aim: Conceal participation and prevent (untrusted) observation 

 

 Communication substrate from trusted links: 
 Social graph defines overlay 

 Restricted connectivity 

 Adapt addresses/identifers (without data loss) 

 Estimate routing structure 

 Route on imprecise embedding with (Poly)log path length 
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Enhancing Routing and Embeddings 

Darknet Routing [1] 

 Darknet model K(n,d,C,L) 

 

 

 Freenet routing not polylog 

 Design of novel routing NBO 

 Proof of polylog routing 
length 

 Simulate and 
Implementation 
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[1] INFOCOM mini ’13 
[2] SRDS/WNR ’11 
[3] NetSys ‘13 

Attacking Freenet [2] 

 Cooperative ID-Adaptation: 

 Random Walks 

 Swap ID 

 

 Single Adversary Attacks 

 

 

 

 Resistant LMC embedding 

 Analysis and simulation 
show superior resistance, 
performance 

 WiP: Novel Tree-based Embeddings[3] 
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Summary 

 Online Social Networks exhibit sustained, rapid growth 
 Decreasing expertise, increased abuse, malfunctions, leaks 
 Protecting privacy must be at the focus of CS research 

 
 Important to know user behavior 

 
 Decentralization one possibility 
 Large number of projects that leverage the “social” term 

 
 Good (challenging!) example for an application that gains from the 

properties of P2P  
 

 A few real approaches to decentralize 
 Privacy, availability, cost (load balancing) 

 

 Case study: Safebook and its properties 


